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Symposit Corporate Overview
Year Established: 2008

Headquarters: Fairfax, VA

FTEs: ~30 employees and subs
UEI: FJALUEJ3BU93
DUNS: 828904008 CAGE Code: 65HSI

Socioeconomic Classifications:
8(a), Small Disadvantaged (SDB), Small Business (SB)

Company Certifications: ISO 9001, Virginia V3
NAICS Codes: 541511, 541512, 541513, 541519, 541611 Contract

Vehicles available to the Government:

8(a) Sole Source Direct Award
GSA MAS Schedule (47QTCAI8D003])
GSA 8(a) STARS Il (47QTCB21D0343)

FAA eFAST (693KA9-22-A-00313)
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Our Mission

Uncompromising quality

We adhere to the highest standards and strive for
excellence in every project.

Trusted partnerships

We foster long-term, collaborative relationships
with our federal clients.
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Innovative solutions

We leverage cutting-edge technologies and
practices to deliver innovative solutions.

Proven expertise

Our team of subject matter experts brings
extensive experience and knowledge.

We are committed to delivering exceptional services and

solutions that exceed our federal partners' expectations.



Corporate Milestone Timeline

® November 2008 ® May 2015 ® December 2017 ® May 2021

Founded as 1-man Subcontract with FDA, GSA IT Schedule Prime Contract to U.S.
shop added 5x to team Awarded Tax Court
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@® August 2009 @® October 2016 ® 2019-2020 ® Q42023

First subcontract to SBA 8(a) Certified 2x Prime Contracts Awarded USDA OCIO
USNRC with State Deparment 4.5M Prime with JV.

~30 FTEs/Subs



Bobby Bermudez Tanay Moore Adam Schrade Stephen Sullivan Jon Oram

President/CEO Program Manager, Civilian Program Manager, Judicial Manager, Business Lead Engineer
Development



Core Capabilities

e Assess, Deploy, Optimize, Modernize and

Secure IT Systems and Networks
e |T Operations / DevOps

e Systems & Network Engineering
e |T Modernization

e Cybersecurity

e Service Desk

e Cloud Computing

e Cybersecurity

e Edge Computing

e Health IT

e Mobile IT

e Zero Trust Networks



Our Customers

plY U.S. FOOD & DRUG

ADMINISTRATION

Smithsonian



Sample Project Gallery

USDA OCIO DHS/TSA U.S. Tax Court - IT U.S. NRC - HHS/FDA - Global  Smithsonian - IT
CPIC, Enterprise Innovation Task Modernization, Safeguards LAN Tier 1and Tier 2 Audit
Architecture, Force BAA - XRT4 O&M and ESAFE
Technology Demonstration

Business Mgmt, IT
Governance



USDA OCIO - CPIC/EA/TBM/ITG

Prime Contractor
Contract Value: $4.5M
Period: 11/2023 to Present

e Data scientists supporting OCIO to drive analytics and unlock insights
from IT portfolio data
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e Implemented sophisticated models to surface critical insights from
portfolio. project, program, and TBM data

e Designed interactive dashboards and visualizations using cutting-edge
Bl tools (Power Bl) for easy access and understanding of key metrics

e Automated data collection processes and implemented rigorous quality e T
control measures to ensure data accuracy and reliability

e Conducted in-depth analyses to identify trends, drivers, and actionable
recommendations for data-driven decision-making

e Continuously improving and expanding analytics capabilities to support
USDA's evolving needs

e Providing training and support to educate stakeholders on effectively
utilizing data to inform strategic decisions - Ongoing collaboration to
empower USDA in making informed technology investment decisions



Cloud Computing -
U.S. Tax Court - IT Modernization & O&M

Prime Contractor

Contract Value: $2M

Period: 05/2021 to Present

e Automation of user onboarding/offooarding in Azure via automation
e Multi-cloud connectivity from HQ to/from Azure and AWS

e Migration of legacy workloads into Azure cloud infrastructure, deprecation of on-
premise servers and appliances

e Overhaul of legacy Cisco network to Cisco Meraki cloud software-defined
networking and cloud management

e Implementation of cloud-based print management capabilities via Azure
Universal Print and Printix

e Migration of legacy VolP systems to all cloud-based MS Teams
e Operation and maintenance of all cloud-based infrastructure

e Implementation of cloud-based security controls including Azure Sentinel,
Defender for Endpoint, Intune Policies, and ZScaler Private Access / Internet
Access



X-Ray Tutor 4 Demonstration
DHS/TSA - Innovation Task Force

Subcontractor
Period: 10/2022-08/2023

e Deployed XRT4 instance securely in AWS GovCloud

e Enabled secure network connectivity to LaGuardia and
Harry Reid Intl.

e Hardened all systems to DHS and TSA management
directive standards

e Trained over 150+ TSOs on the systems, both 2D and 3D
training modules

e Collected performance data over several weeks

e Provided Tier 1-2 support to TSOs at airports remotely



Cybersecurity -
U.S. Nuclear Regulatory Commission

Subcontractor
Contract Value: $500k
Period: 2009 to 2021

e Operated and maintained highly sensitve agency enclave network

e Conducted cybersecurity assessments to NIST 800-53 standards and assisted
with ATO documentation efforts

e Complied with CISA Emergency Directives, quickly testing and deploying
remediations to vulnerabilities.

e Executed Disaster Recovery and Continuity-of-Operations (COOP) exercises and
ensured confidentiality, integrity and availability of information.

e Testing and deployment of application/OS level patches, as well as hardening
policies via Group Policy

e Implementation of offline PIV authentication for MFA for Windows Logon over
Virtual Desktop Infrastructure (VDI)

e Oversaw Nessus Tenable scans and provided contextual analysis to vulnerability
findings



Edge Computing -
U.S. Tax Court - IT Modernization & O&M

Prime Contractor
Contract Value: $2M
Period: 05/2021 to Present

e Developed and deployed BYOD conditional access policies for
end-user iPhones, Androids, Windows PC and MacOS

® Enabled automatic enrollment of devices to pull down
Government configurations to ensure compliance and security.

Device Posture Checks (ie. AV/Bitlocker)

Installation of ZScaler Client Connector

e Development and deployment of Court kiosks for public/visitor
access to Cloud Case Management System

e Operations and maintenance for edge Cradlepoint 5G Edge WAN
Routers at remote Court locations

e IT Support for end-users traveling throughout CONUS and
OCONUS



Service Desk
U.S. FDA - Customer Support Services

Subcontractor
Contract Value: $2M+
Period: 03/2015 to Present

o 24x7 Global Service Desk support to all of FDA throughout
CONUS and OCONUS

e Adherence and compliance with Federal Health Architecture,
assurance of connectivity and interoperability of all FDA
applications

e Assurance of Health IT Security by providing support and end-
user device verificiation

e Deployment of GFE within Federal Health IT environment,
ensuring compliance and following FDA SOPs

e First-line (T1/T2) support for all FDA scientific and health
applications




Mobile IT -
U.S. Tax Court - IT Modernization & O&M

Prime Contractor
Contract Value: $2M
PoP: 05/2021 to Present

e Operate and maintain MDM platform solution and
configurations within Azure/Intune

e Built ZScaler security profiles according to Mobile device type, ie.
iPhone, Android, etc.

e Package, approve, and deploy apps to mobile devices

e Ensure mobile device security posture via conditional access
policies and ZTNA policies



Zero Trust Networks -
U.S. Tax Court - IT Modernization & O&M

Prime Contractor
Contract Value: $2M
Period: 05/2021 to Present

e Operate and maintain agency's ZScaler instance, covering all
network devices to ensure a full ZTNA. Development of ZScaler
Firewall policies for end-user and infrastructure devices.

e Currently supporting migration of ZScaler tenant to DOJ Managed
Shared Services and full SOC integration

e Development and deployment of Azure conditional access policies
as part of ZTNA for end-user authentication security

e Migration from legacy Cisco network to cloud software-defined
Meraki network with network path segmentation. Operate and
maintain Meraki Firewall and VPN connectivity HQ->Azure/AWS and
HQ->other Federal agencies

e Analysis of Meraki application insights and traffic flows to detect
anomalies and ensure perimeter security.
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@ https://symposit.com
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